Linksys ATA Installation & Provisioning Guide

Minimum Requirements

» High speed Internet connection

« Internet enabled network equipment with a free port
» Alarm panel or digital communicator

« Suitable length network cable (RJ45)

» Suitable length telephone cable (RJ11)

Installation for adapters WITHOUT a built-in router

e.g. SPAl1xxx, SPA3000, PAP2x & others

1. Connect a network cable from the ETHERNET port (blue) into a spare port on your
modem/router or other Internet enabled network equipment.

2. Connect the mains adapter to the Linksys device and then plug it into an electrical
power socket or UPS and switch on the power. Alternatively, arrange a power source that
comes from the alarm panel or other 12v backup power supply.

3. For initial setup, plug a telephone handset into the PHONE port (sometimes labelled
PHONE 1 on a two line ATA). After initial setup is complete, you will connect your alarm
panel to this port.

Installation for adapters WITH a built-in router

e.g. SPA3102, SPA2102 & others

1. If you have an existing router, connect a network cable from the INTERNET port (blue)
to a spare port on your router.



If you do not have an existing router (modem only), connect your existing computer
equipment to the ETHERNET port ( ) and connect a network cable from the
INTERNET port (blue) to your modem.

2. Connect the mains adapter to the Linksys device and then plug it into an electrical
power socket or UPS and switch on the power. Alternatively, arrange a power source that
comes from the alarm panel or other 12v backup power supply.

3. For initial setup, plug a telephone handset into the PHONE port (sometimes labelled
PHONE 1 on a two line ATA). After initial setup is complete, you will connect your alarm
panel to this port.

Configuring your Linksys ATA via IVR or Web Browser

Before attempting to configure your ATA, you should take the time to familiarise yourself
with the two different methods of communicating with it. The first method is to use the
Interactive Voice Response (IVR) System. Your ATA has the ability to detect digits dialled
from a telephone handset. When you're ready, try the following:

Dial ****  (do this even if you hear a busy signal)

You will hear a message - "Linksys configuration menu. Please enter option followed by
the pound key...", then enter 1 1 0 # on your phone.

You will now hear a message giving you the internal IP address of your device such as -
"192.168.0.5".

TIP: You will be asked to perform this step during the provisioning process, so you may
want to write the number down. Hang up the phone or experiment with other IVR options
shown towards the end of this document. Finding out and writing down the MAC address
would be a good experiment as this is also required later.

The second method is to access the device’s built-in web pages. Start up an internet
browser (Internet Explorer 4 or Firefox 1.0.7 or later) and type the internal IP address of
the device into the URL bar and depending on the model of your device, you should see a
web interface similar to one of the following:
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You do not need to adjust any of the settings at this stage and in the vast majority of
cases you will never need to adjust any settings manually as they are all taken care of by
the provisioning server.

You are now ready to check your firmware version, optionally upgrade your firmware and
then provision your adapter.

Important: Upgrade your device firmware to the latest version

There are many different versions of firmware for Linksys adapters and it is essential to
download the latest supported version from www.ipalarms.net and upgrade your adapter.

You can check which version of firmware is currently installed on the Info tab of the ATA
web interface. If you require an upgrade, download the relevant file, save it to a folder on
your computer and carry out the following steps:

1. Extract (unzip) the downloaded file and double-click the executable (.exe) file to
start the upgrade process.

2. When the firmware upgrade warning window appears, click Continue.

3. Enter the internal IP address of your ATA in the field provided. (To find out the
internal IP address, dial **** to enter the IVR menu and then 110

The Connecting Status screen appears while a connection is in progress. Another window
appears when the upgrade is complete.

10 Step Guide to Provisioning

Each Linksys ATA needs to go through a process called provisioning before it can be used
for alarm monitoring purposes. This is a method of downloading a predefined group of
settings from a Provisioning Server into the adapter.

1. You must first reset your adapter to factory default settings by accessing the IVR menu.
Connect a phone handset to the PHONE port of your device and dial the * key four times.
A voice will ask you to “Please enter option followed by the pound key”. Dial 73738# and
then 1 to confirm. You should hear a low tone and a voice announcing “option successful”.
Hang up and wait at least thirty seconds. The adapter will then be ready for provisioning.
NOTE: If the IVR asks you to enter a password then your device has been:

a) Customized by Linksys for use by a single VoIP provider

b) Locked by a VoIP provider during their provisioning process.

Refer to the section “Unlocking previously locked devices” later in this guide.

2. Pick up your telephone handset.

Dial ****  (do this even if you hear a busy signal)



You will hear a message - "Linksys configuration menu. Please enter option followed by
the pound key...", then enter 1 1 0 # on your phone.

You will now hear a message giving you the IP address of your device such as -
"192.168.0.5". Write this number down.

If your device has a built-in router - do not hang up yet. You will need to enable web-
based configuration, as by default web-based configuration for the WAN port is disabled.
To enable web-based configuration:

You will hear the menu prompt again after acquiring the IP address.
After hearing the prompt dial 7932# followed by 1# then 1 when asked to save the
change.

You should now have the IP address for your device as well as the ability to configure
your device through a web browser.

NOTE 1: If the IVR announces an IP address of 0.0.0.0 then your device has been unable
to obtain an address from your network equipment.

NOTE 2: There is an alternative method of enabling the web interface for the WAN port
explained after the 10 step guide.

3. Find out and make a note of the MAC address of your adapter by using the IVR menu
and pressing 140#. The monitoring provider will need this in order enable your adapter
on their server. You will also need it to find your adapter on the provisioning server.

4. Start up an internet browser (Internet Explorer 4 or Firefox 1.0.7 or later) and navigate
to the Provisioning Server Login page at http://www.ipalarms.net/provisionlogin.aspx

5. Enter the login credentials supplied by your Monitoring provider and you will be taken
to a page where you can select or type in information required by the provisioning server.

6. Select the MAC address from the list and enter the internal IP address of your ATA -
obtained from step 3.

7. Select the relevant monitoring server based on instructions provided by your monitoring
company.

8. Select a Panel Plan based on instructions provided by your monitoring company. If you
are using an SPA3000 or SPA3102 and have the LINE port connected to a telephone line
or backup device, please select one of the SPA3102 Panel Plans. Otherwise, select the
Contact ID or Protocol Independent Panel Plan.

9. If you have not been instructed by your monitoring company to enter any advanced
settings, then click on the Provision button to start the provisioning process. Advanced
settings are explained later in this document.

10. If possible, pay attention to the lights on your ATA and you should see “blinking” on
one or more of them as settings are being downloaded. The full provisioning process takes



around one minute to complete so you should not lift up any handsets connected to the
device. During this time, a message similar to the one below will appear in your browser...

SPA will resync the profile when it is not in use and reboot
you can click HERE to return to the configuration page

Wait at least 60 seconds before clicking on the HERE link to open up the web interface of
your ATA.

If all went well, the provisioning process will now be complete and your ATA will start
sending regular heartbeats to the monitoring server. It may take several minutes for your
device to register. You can check this by going to the Info tab in the Linksys ATA web
interface. In the Line 1 Status section, you should see Registration State: Registered.
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If heartbeats are arriving at the server and your device is showing as Registered, you can
now carry out some basic tests using a phone handset connected to the PHONE port of
the ATA.

Basic tests for adapters provisioned for Contact ID to a Virtual Receiver

1. Make sure the alarm system is on test. Lift the handset and you should hear a dial tone.
If your adapter is provisioned to accept any 7, 10 or 11 digit telephone number, dial any 7
numbers on the phone. After approx 1 second, you should hear a dual tone handshake
(two short high pitched beeps in rapid succession). Hang up and move on to the next
test....

2. Lift the handset and within a few seconds start to dial 9999 1816 0100 0011 (ignoring
the gaps — they are for readability) at a reasonable speed where there is no more than a 1
second gap between each dialled digit. If your adapter has been enabled at the Monitoring
Server, you should hear a kiss-off tone (a high pitched single tone for a duration of 1
second). This confirms that your device is registered in the server database and able to
send signals.



Basic tests for adapters provisioned as Protocol Independent

1. Make sure the alarm system is on test. Lift the handset and you should hear a dial tone
for around 4-6 seconds.

2. The adapter should then automatically dial the alarm receiver over the Internet and
after a few seconds you should hear a sequence of high pitched handshake tones. These
tones will vary with every receiver and are dependent on how the Monitoring Center has
them setup. If you can clearly hear the tones, that confirms a good communication with
the receiver and you should hang up.

Once you have finished the basic test procedures, you should connect an RJ11 cable from
your alarm panel or digital communicator directly to the PHONE port on the ATA and if
possible, perform a further series of “real” tests to confirm the correct transmission of
alarm signals sent by your panel to both the main and backup server.

The following paragraphs of this document explain the use of advanced settings on the
Provisioning Server and offer advice for troubleshooting potential issues.

Provisioning Server Advanced Settings

If you are outside North America, it may be necessary for you to change the Panel/Dialler
Impedance setting. You can select from a list of valid settings and you may need to refer
to your panel manufacturer for country specific information.

RTP Port Min and RTP Port Max should only be changed where problems have been
encountered form adapters behind a Symmetric NAT router (very rare).

Only place a tick in the box “Enable SPA3102 specific settings” if you have an SPA3xxx
adapter that is connected to a landline or cellular backup device via the LINE port.
Otherwise, please be sure to un-tick the box.

SPA3xxx Specific Settings

The Primary (IP) setting and Secondary (PSTN/Cellular) setting are for use only by
SPA3000, SPA3102 and AG310 adapters connected to a landline or cellular backup device
via the LINE port. Enter the primary telephone number dialled by the panel into the
Primary (IP) field and enter the secondary number dialled by the panel into the Secondary
(PSTN/Cellular) field. This is explained more in Advanced Notes.

Advanced Notes

“IP Only” Mode Explained

An “IP Only” device is totally reliant on your internet connection and has no alternative
transmission path — like PSTN or GSM. All devices other than the SPA3000, SPA3102 and
AG310 work in “IP Only” mode.

SPA3000, SPA3102 and AG310 Specific Settings for Dual-Path Mode




The provisioning server has a number of advanced settings that can be used when
provisioning the SPA3xxx models for use where PSTN or cellular backup is required.

SPA3xxx adapters can be provisioned to behave differently depending on whether or not
they are to be used in conjunction with a backup signalling device or telephone landline.
When an adapter is provisioned in “Dual-path” mode, it needs to decide whether to send
an alarm signal over the Internet, over a PSTN landline, or over a Cellular network thru
another device connected to the LINE port.

The way that it does this is by checking the telephone number dialled by the alarm panel.
It is important to program the alarm panel correctly and make sure that the correct
primary and secondary telephone numbers are entered. The maximum number of call
attempts is also important so that the alarm panel continues to redial both telephone
numbers for a reasonable period of time.

If the alarm panel dials the primary telephone number, the ATA will attempt to transmit
the signal over the Internet. If successful, the monitoring server will send a response to
the alarm panel so that it knows the signal was accepted. If the Internet is not available,
the signal will not be able to reach the monitoring server and the signal will fail. At this
stage, and if programmed correctly, the alarm panel will commence dialling the secondary
telephone number.

When the secondary telephone number is detected by the ATA, it redirects the dialled
digits to its FXO port — normally referred to and labelled as the LINE Port. If the Line Port
is connected into a PSTN landline socket, the telephone number of the alarm receiver at
the Monitoring Center will be dialled over the PSTN (POTS) landline.

If the Line Port is connected to a cellular backup device with a dialler capture feature, it
will handle the dialled digits and transmit the alarm message over the relevant cellular
network.

Using Line 2 for VoIP Service

If permitted by your alarm monitoring provider and VoIP service provider, it is possible to
use Line 2 of a two-line ATA for voice service. Please follow these three steps to enable
this:

1. Reset your ATA to its default settings through the IVR (**** 73738# 1).

2. Enter your VoIP settings into the Line 2 tab. DO NOT change settings on any other
tab.

3. Provision your ATA with the Alarm Monitoring Provisioning Server.

Connect your alarm panel to the Phone 1 port and a telephone handset to the Phone 2
port of your two-line Linksys device.

If some time later you need to overwrite the settings for Line 2, it is possible to do this
from the Provisioning Server without having to reset and re-provision the device.

Every provisioned ATA will check the provisioning server once a day to find out if any new
settings need to be downloaded. This makes it easy to update every device out in the field



should a “global” update of main settings be required. It also allows minor custom settings
to be downloaded on a per device basis.

Remote Panel Programming (Upload/Download)

For panel initiated remote programming, set the Downloading Computers Telephone
Number in the alarm panel to 9997. Program all other downloading options in the panel
accordingly and make sure they match what is programmed in the downloading software
at the Alarm Companies office.

Where it is required for remote programming to be initiated from the Alarm Companies
office, it will first be necessary to port forward UDP port 6000 in the client router to the
Linksys ATA connected to the alarm panel. NOTE: Before doing this, it is important to set
a password for the user account used to access the web interface of the device.

To set a user password, use a web browser to open the web interface and go to the
System tab. In the System Configuration section, type a password into the User Password
field. Click the button to Submit Changes.

The Alarm Dealer requires a Linksys SPA3102 at his office that has been specially
provisioned for Remote Programming. Port forwarding is required and the standard port
number is 9997.

Alternative method of enabling the web interface for the WAN port

Prior to provisioning launch a web browser on a PC connected to the ETHERNET port of
the Linksys adapter. Enter the adapters default IP address, 192.168.1.1/admin/advanced
into the URL bar and press Enter. Select the Router tab and then the WAN Setup tab. Set
Enable WAN Web Server to “yes” and click on the Submit button. You can now disconnect
your PC from the ETHERNET port and reconnect it into the router.

NOTE: Make sure your computers Ethernet adapter is set to obtain an IP address
automatically (DHCP).

Setting your Linksys ATA to use a fixed internal IP address

Log into the web interface and go to the System tab. Set DHCP to “no”. Enter a Static IP,
NetMask and Gateway. Save your changes.

Symmetric NAT Routers and Protocol Independent Adapters

A very small number of routers are “Symmetric NAT” and may cause difficulties for devices
provisioned as Protocol Independent to communicate with a receiver. To overcome the
issue, it is necessary to port forward UDP port 6000 in your router to the internal IP
address of your ATA. You should also re-provision your ATA and on the provisioning server
under Advanced Settings, restrict the range of RTP ports to just four — for example: RTP
Port Min: 16400 RTP Port Max: 16403

Then, you will need to port forward the range of RTP ports to your ATA.
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Re-Provisioning

Where an adapter has already been provisioned and it is necessary to load new settings,
you must first reset it by accessing the IVR (* key four times) and pressing 73738+# then 1
to confirm. You should hear a low tone and a voice announcing “option successful”.

Wait at least thirty seconds and the adapter will once again be ready for provisioning
using the above guidelines.

Unlocking previously locked devices

If you are unable to gain access to the web interface of a Linksys ATA, the device either
has Customized firmware or it has been “locked” by a VoIP service provider.

If you are able to access the web interface, you will see a Customization setting on the
Info tab. If this displays “Customized”, the device will contain a special version of firmware
customized to the requirements of a VoIP service provider.

If the Customization setting displays “Open”, then the device will contain the standard
Linksys firmware. That said, the device may still have been “locked” by a VoIP service
provider during their provisioning process.

The problem with Customized and Locked devices

You will not be able to provision your locked device with alarm monitoring settings.
Regardless of any settings our provisioning server may be able to download into your
device, it would always "“call home” to the VoIP service provider server and download new
settings. It is highly recommended that you do not use locked devices for alarm



monitoring service as we can never be certain whether or not the device will eventually
“call home”, however, it is possible to unlock them.

Options for “unlocking” vour device

There are a small number of people that claim to be able to “remove” the firmware from
Customized ATA's and they usually charge a small fee for doing so (approx US$20).

Some VoIP service providers will provide you with unlocking instructions if they have
disabled the ability to do a factory reset from the IVR.

Some VoIP service providers prevent web access to the internal settings but will allow you
to factory reset the device from the IVR with 73738#.

Client Side Router (Notes)

The Linksys ATA is designed to operate from behind a single NAT router and there is
generally zero configuration required. It may be possible for the device to function
correctly behind two NAT routers but this type of setup is not supported.

The Linksys ATA uses the SIP protocol for the transport of data over the internet and this
can sometimes be affected by a feature available on some routers called stateful packet
inspection (SPI). If you experience a situation where alarm signals and heartbeats are
received at the server but your alarm panel does not receive a kiss-off, then it is possible
that SPI has caused the rejection of responses from the server.

If your Linksys ATA adapter is connected to your router wirelessly, then it should be
understood that some wireless access points break up large packets into smaller packets.
It is the job of the wireless router to reassemble them again, however, this can sometimes
cause problems for the packets sent and received by the Linksys ATA and data loss can
occur. Increasing the packet size or port forwarding are known fixes for this issue.

Some routers have a feature named something similar to “Block Anonymous Internet
Requests”. You will need to disable this feature if remote panel programming is to be
used.

To improve the quality of the audio stream (where used) between the Linksys ATA and
the monitoring server, it can be advantageous to make use of QOS (quality of service) on
your router where available. This will give higher priority to alarm traffic and reduce
network jitter at times when your Internet connection is under strain.

Suggestions to consider for possible changes to your alarm panel programming

Now that the alarm panel is connected to the Monitoring Center over the Internet rather
than over telephone lines the stability of the Internet connection is a very important factor
to consider and you may want to review the following settings to best handle short
temporary network outages:



Delay between dialling attempts. If IP is the only path to the Monitoring Center, you may
want to increase the default interval to allow for the recovery of short network outages. If
you have a cellular backup device you may want to keep the delay low.

Maximum dialling attempts to each phone number.

Communicator Call Direction and Alternate Dial.

Test transmission cycle. 7o confirm correct operation of the ATA, you may want to
increase the number of automatic test reports sent to the Monitoring Center.



